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Sentry: Introduction 
 
The Sentry Security Platform is among the most versatile and encompassing network 
security solutions available today.  Designed to block viruses, trojans and hackers from 
entering the Local Area Network (LAN), it is able to function either as a stand-alone 
solution or work in concert with third-party components such as routers, firewalls, mail 
servers, web servers and the like. 
 
Security is a specialized need.  For many businesses, the anti-virus software that they 
run on their desktop computers is their only line of defense against network penetration 
and data loss.  By the time that a virus, worm or dangerous trojan program reaches the 
desktop computer where the standard anti-virus software can isolate and remove it, it 
may already be too late.  Sentry1 exists for one simple reason.  The bad things that 
propagate through the Internet –viruses, worms, hackers, trojans and the like, need to 
be blocked at the network perimeter, before they enter the company’s private network in 
the first place. 
 
Sentry is a hardware-based solution that utilizes Linux to provide industry renowned 
security and speed.  It is designed to be configured and fully operational within 5 
minutes for the simplest network topologies; and even for more complicated networks, 
the set-up and configuration time is generally 30 minutes or less. 
 
Created to be a completely self contained solution, Sentry offers the following services 
out of the box: 
 

1. Transparent anti-virus scanning for common Internet infection vectors 
2. PPTP and IPSEC virtual private network services 
3. Advanced self-configuring firewall 
4. Self-maintaining junk email filters 

 
Sentry employs internal anti-virus scanning to transparently scan WEB, FTP, POP3 and 
SMTP data that passes through it.  Files and email messages that contain viruses are 
automatically blocked and replaced by appropriate notices. 
 
Sentry’s VPN services are designed to suit both laptop-wielding road warriors and 
remote office networks.  The Sentry performs all encryption/decryption processing and 
user authentication itself.  Unlike other VPN/firewalls, it does not require additional 
servers on the private network to which it must pass the VPN data stream for actual 
processing and authentication. 
 
Sentry’s advanced stateful packet filtering firewall automatically configures itself for the 
setting in which the Sentry is to operate.  For the knowledgeable network engineer, 
Sentry provides additional fine-grain firewall controls to achieve the exact desired 
behavior. 
 
                                                 
1 Sentry is short for Sentry Security Platform.  Sentry is part of Wiresoft’s connectivity family of products. 



 

 3

Sentry’s self-maintaining anti-spam filters offer granular per-user and per-address 
configuration options for protecting both POP3 and SMTP data streams.  Onboard disk 
storage allows the Sentry to store messages until senders of mail that looks like 
potential spam have had a chance confirm that they are sending legitimate mail. 
 
Sentry offers two primary modes of operation –as a router or as a bridge.  For each 
mode, Sentry offers specific features that are detailed in this document. 
 
 
Sentry: router mode 
 

 
Out of the box, Sentry comes configured to operate as a router.  Its internal (private) 
network interface defaults to 10.0.0.1 with a network mask of 255.255.255.0.  Once 
successfully started, it acts as a DHCP server for the internal company network, 
handing out the following addresses to client machines: 
 

Client address range: 10.0.0.180 – 10.0.0.250 
Default gateway: 10.0.0.1 

Preferred DNS server: 10.0.0.1 
Alternate DNS server: 0.0.0.0 

 
 
To connect to the Internet, Sentry attempts to obtain its public IP network settings via 
DHCP.  If no DCHP server is available, then Sentry cannot establish an Internet 
connection and requires manual intervention to instruct it how to connect to the Internet.  
In router mode, Sentry can establish Internet connectivity using a statically configured 
IP address, an IP address obtained via DHCP, or an IP address obtained via PPPoE. 
 
Without additional configuration, Sentry acts as a NAT router and firewall.  It allows all 
protected clients on the private network to establish outgoing connections to access the 
Internet.  All incoming connections from the Internet are silently dropped and not 
allowed to reach the private network. 
 
Transparent anti-virus monitoring is automatically enabled for WEB, FTP, and POP3 
communications streams passing through the Sentry.  It is not necessary for clients on 
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the private network to reconfigure anything on their machines in order to take advantage 
of the anti-virus protection. 
 
All of the Sentry’s features can be used in router mode.  Specifically, while in router 
mode, the Sentry can: transparently scan for viruses, provide firewall protection to the 
private network, and provide VPN connectivity to clients out on the Internet. 
 
 
Sentry: Router Mode: anti-virus monitoring 

 
Data streams cannot be scanned for viruses a packet at a time.  While it is theoretically 
possible to identify a virus signature within a packet, it becomes impossible to do so if 
the file being downloaded is a compressed archive.  For example, when a ZIP file is 
downloaded, the contents of each packet contain a small portion of the compressed 
archive.  To identify the virus, the anti-virus engine must first decompress the ZIP file 
and then scan the contents for viruses. 
 
To successfully identify and block viruses, Sentry must first acquire each file being 
requested in its entirety, scan it for viruses, and then retransmit it to the client that 
requested it.   
 
Sentry uses transparent proxies to intercept WEB, FTP, POP3 and SMTP requests that 
clients make to third-party Internet servers.  Unbeknownst to the client, Sentry verifies 
the validity of each intercepted request and then retransmits that request to the 
appropriate server on the Internet.  The Internet server receives the request and sends 
the requested information (file) back to Sentry –which then, in turn, checks the file for 
viruses and relays it back to the client on the private network.  The client never knows 
that it is not communicating directly with its target server on the Internet. 
 
Sentry utilizes a transparent proxy for each data stream that it monitors: WEB, FTP, 
POP3 and SMTP.  A typical proxy provides additional security to the client machine by 
validating all results returned from the Internet.  By blocking invalid results, the typical 
proxy prevents malicious hackers from exploiting security holes in the client program 
that initiated the connection.  A transparent proxy is an improvement over the standard 
proxy in that the client program does not have to be explicitly configured to use the 
proxy. 
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Sentry’s anti-virus proxies can be selectively enabled or disable to configure what data 
streams will or will not be monitored for viruses. 
Transparent WEB proxy 
The transparent WEB proxy automatically caches documents recently requested from 
the Internet.  When a client machine requests a file from the Internet, Sentry first checks 
to see if that file has been recently downloaded.  If it has not, Sentry downloads and 
scans the file for the client, but saves a copy of the file in its 5-gigabyte disk cache.  If 
another client requests the same file, Sentry will check with the Internet server to see if 
the file has changed since it was first downloaded.  If the file has changed, then Sentry 
will re-download the file, scan it for viruses and relay it to the client.  However, if the file 
being requested has not changed, Sentry will simply relay the cached copy of that file to 
the client machine.  Sentry’s WEB caching offers the following benefits: 
 

1. It accelerates web downloads by preventing multiple client requests from 
downloading the same file repeatedly over the company’s broadband connection, 
typically the network bottleneck. 

2. It helps minimize the company’s bandwidth needs –especially in cases where the 
company is confined to a monthly “download” cap, again by avoiding repeated 
downloads of the same file or files. 

3. Files are first scanned for viruses and then cached.  Whenever Sentry has an 
opportunity to relay a cached file instead of having to download it from the 
Internet, it also avoids having to scan it for viruses, thereby saving valuable 
processing time. 

 
In addition to the automatic caching features, Sentry’s transparent proxy also blocks 
certain banner advertisements in an effort to: save bandwidth resources, increase the 
download speed of web sites, and limit the distraction caused by third-party advertising.  
Sentry offers knowledgeable administrators the ability to customize the deny list in order 
to receive certain advertisements while selectively blocking others. 
 
The WEB proxy’s configurable log filters can be set to monitor all web traffic that passes 
through Sentry for specific customizable words such as “sex” or “bomb”.  Requested 
URL addresses that contain the monitored words are placed into the appropriate log file 
where administrators can quickly identify the website and the client that accessed it. 
 
If the transparent WEB proxy detects a virus in a file requested by a client web browser, 
the transfer is aborted.  If the virus is detected within the primary document being 
requested, Sentry returns an alert notice to the client identifying the virus that was found 
and informing the client that the data transfer was aborted. 
 
Transparent FTP proxy 
The FTP transparent proxy also automatically caches downloaded files to help 
accelerate future downloads of recently downloaded files while conserving the 
company’s broadband resources. 
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Files are automatically scanned before being relayed to the client on the private 
network.  If a virus is found, the transfer is aborted. 
 
Transparent POP3 proxy 
All mail retrieved from any POP3 server on the Internet by any mail client on the private 
network is automatically scanned for viruses before relayed to the mail client.  All 
attachments are automatically checked for viruses, regardless of their extension. 
 
If a virus is found in a particular message, that message is automatically deleted and 
replaced with an administrator customizable notice that informs the recipient who the 
message was from and the name of the virus that it contained. 
 
 
Sentry: Router Mode: Anti-Virus Monitoring: SMTP anti-virus 

Sentry’s transparent SMTP anti-virus monitoring represents a special proxy scenario 
because it offers several modes of operation to ensure seamless functionality within 
every kind of local network topology.  By default, SMTP anti-virus monitoring is disabled 
to ensure that there are no compatibility issues when Sentry is first brought online on 
the company network. 
 
Depending on how the SMTP relaying is configured, Sentry is able to support the 
following transparent anti-virus monitoring and relaying scenarios. 

The most common configuration is for Sentry to intercept outbound mail, check it for 
viruses, and forward it to a designated SMTP server that is responsible for delivering it 
to the final destination address.  Generally, this designated server is the SMTP server of 
the ISP providing the broadband connectivity.  When configured in this manner, Sentry 
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ensures that even if an infected computer such as a laptop is brought into the 
company’s private network, it cannot infect other computers on the Internet by sending 
email messages containing the virus to other addresses on the Internet. 
 
Additionally, if a user tries to send out a valid message containing an infected document 
such as a Microsoft Word® or equivalent document, Sentry can notify the sender on the 
local network that their document is infected and that they should take measures to 
disinfect their desktop machine. 

In some cases, the ISP that provides the broadband connectivity to the company may 
not offer an SMTP server for outgoing email.  For such cases, Sentry provides the 
ability to deliver email messages directly to the destination address. 
 
In this scenario, email clients on the private network use Sentry as their outgoing SMTP 
server.  To achieve this, email client software must be configured to use Sentry’s 
internal (i.e. 10.0.0.1) IP address as the outgoing SMTP server. 

Many companies choose to host their own mail server on the private network.  Whether 
running Linux, Novell GroupWise®, Microsoft Exchange® or something else, the 
company mail server is generally used for local office as well as Internet email.  To 
protect against Internet attacks, the mail server is often placed behind the company 
firewall.  The firewall is then modified to forward port 25 on the firewall to port 25 on the 
office mail server. In this fashion, the company’s mail server is still accessible to other 
SMTP servers on the Internet who wish to deliver messages to it while the firewall 
provides basic protection against Internet attacks.  This approach is not foolproof. 
 
By forwarding port 25 from the firewall to the mail server on the private (protected) 
network, attacks against the SMTP service (port 25) on the mail server can still be 
carried out against the machine from anywhere on the Internet.  If such an attack 
succeeds, the attacker gains direct control of a machine that is on the company’s 
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private network.  A compromised mail server gives an attacker a direct means to the 
rest of the company’s private network. 
 
In addition to ensuring that no virus-infected email messages enter the private network, 
Sentry solves the above security problem.  While Sentry provides firewall services for 
the private network, it makes its SMTP mail-proxy available to the world so that anyone 
on the Internet can connect and send messages to it.  Sentry accepts messages that 
are for the domain(s) hosted by the internal mail server.  It scans those messages for 
viruses and forwards them to the internal mail server.  Now, others on the Internet are 
not able to directly contact the mail server on the company’s private network.  At most, 
they deliver their email message(s) to the Sentry.  If the message is acceptable, Sentry 
relays it to the company’s mail server.  The company mail server is fully protected and 
completely removed from the Internet. 
 
The Sentry SMTP proxy is a closed mail relay to ensure that spammers cannot use it to 
distribute their junk email messages.  Sentry provides additional protection against 
unsolicited commercial email messages by providing the ability to use public Domain 
Name Service Black List (DNSBL) servers to identify sources of junk email and refuse 
those messages altogether.  Sentry can significantly reduce the amount of junk email 
that reaches the company’s mail server. 
 
 
Sentry: Router Mode: VPN services 
 
Sentry provides two kinds of VPN services, PPTP and IPSEC.   

 
The Point to Point Tunneling Protocol (PPTP) service allows road warriors and home 
telecommuters to establish 128bit secure connections to the company’s private network 
directly from their Microsoft Windows® or Apple Macintosh® machine using the 
networking software included with their operating system.  Once connected to the 
Sentry via PPTP, remote users can access servers, printers, and other devices on the 
private network as if they were directly plugged into the company’s LAN. 
 
By configuring their PPTP client software to use Sentry as their default gateway, PPTP 
clients are automatically protected by the Sentry’s anti-virus monitoring services.  
However, Wiresoft Net strongly recommends that all out-of-office computers that 
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independently connect to the Internet have current anti-virus software installed and 
enabled. 
 
Sentry does not limit the number of PPTP clients that are allowed to connect to the 
private network. 

 
Sentry utilizes the IPSEC virtual private networking protocol to establish secure 
connections to other firewall/routers on the Internet.  Once established, the IPSEC 
tunneling connection enables computers in geographically distinct offices to 
communicate seamlessly with one another.  Workers in separate offices can share files, 
printers and other services as if they were on the same Local Area Network.  Sentry 
transparently handles all VPN communications between the offices.  Client machines in 
one office do not require any additional configuration in order to access services in the 
other office. 

 

Star Network Topology 

 

Full-Mesh Network Topology 
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Sentry can establish an unlimited number of IPSEC tunnels to an unlimited number of 
remote networks.  Companies that have multiple office locations networked together via 
Sentry’s IPSEC can use the star network topology, the full-mesh network topology, or a 
mixture of the two. 
 
Sentry’s IPSEC implementation employs 3DES encryption with a 4-hour rotating key on 
each IPSEC tunnel to provide unparalleled security against brute force decryption 
attacks.  When first initialized, the IPSEC engine uses a secret pass-phrase to validate 
itself to the remote Sentry and establish an initial randomly generated encryption key.  It 
is this randomly generated key that is used for the tunnel’s 3DES encryption for the next 
4 hours.  After 4 hours, the two Sentrys negotiate a new randomly generated key and 
proceed to use it for the following 4 hours.  Unless an attacker can crack the random 
3DES key in less than 4 hours (a theoretical impossibility with today’s computing 
resources), the IPSEC data stream is guaranteed to be secure.  
 
Sentry’s IPSEC service is interoperable with industry standard routers and firewalls 
including Cisco firewall/routers and SonicWALL Pro firewall/VPN appliances. 
 
Most broadband connections offer data speeds of 1.5 megabits/second or less.  Sentry 
can handle VPN throughput rates of over 20 megabits per second, more than enough 
for even the fastest broadband connections available today.  
 
 
Sentry: Router Mode: firewall 
 
Sentry’s firewall interface is designed around the safety through simplicity philosophy.  
Security interfaces that are easy to comprehend play a significant role in decreasing 
operator errors.  After all, minimizing the mistakes that an operator can make when 
configuring network security enables Sentry to provide the protection for which it was 
bought.  
 
Out of the box, Sentry offers immediate protection for the private network.  The standard 
Sentry firewall philosophy is simple enough.  Computers on the private network are 
allowed to access the Internet; but computers on the Internet are not allowed to access 
the private network.  Sentry’s default automatically configured firewall rules are perfect 
for the needs of most company networks. 
 
For the more unique network environments, Sentry offers simple and easy firewall 
configuration interfaces that minimize opportunities for administrator error and reduce 
deployment time.  Sentry’s advanced firewall logging capabilities enable administrators 
to track individual packets that hit the firewall or connections that pass through the 
firewall. 
 
Part of the firewall services, Sentry’s Network Address Translation (NAT) routing feature 
supports pass-through for advanced communication protocols such as PPTP, IPSEC, 
FTP, TFTP and IRC, among others.  
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Knowledgeable network engineers can further use the TCP and UDP port forwarding 
options to redirect specific services from the public interface on the Sentry to servers on 
the private network.  
 
 
Sentry: bridge mode 

If Sentry is to be integrated into a larger or more complex preexisting network 
environment, the administrator(s) will likely seek to minimize changes to the private 
network that are necessary to properly integrate Sentry into the company.   
 
For example, there are many instances where a company already has a firewall and 
VPN router that protects the private network.  The company wishes to integrate Sentry 
into the network to provide anti-virus monitoring for additional network protection, but 
wants to avoid having to reconfigure the existing firewall or VPN routers to properly 
accommodate it. 
 
Sentry offers bridging mode capabilities to facilitate quick and seamless integration into 
existing network infrastructures.  When operating in bridging mode, Sentry behaves like 
a two-port Ethernet switch.  It learns where computers are on the private network, and 
forwards Ethernet packets to the appropriate port based solely on the destination MAC 
address. 
 
The recommended placement for Sentry in bridge mode is right behind the company 
firewall, on the private network –but in front of the Ethernet hub/switch to which the 
client machines connect.  A crossover cable connects the Sentry’s public interface port 
to the firewall’s private port.  A standard Ethernet patch cable then connects the 
Sentry’s private interface port to the company hub or switch. 
 
Because it does not interact with the TCP/IP layer protocols passing across the 
Ethernet wire, the bridging Sentry is invisible to all computers that communicate through 
it –again, much like an Ethernet switch or hub.  Computers and servers on the private 
network do not require any network changes in order to continue communicating with 
the Internet.  As before, they forward all packets destined for the Internet to the original 
NAT firewall/router.  The packets pass through Sentry and reach the NAT firewall/router 
where they are forwarded on to the Internet.  When data is received from the Internet, 
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the NAT firewall/router sends the packets back to the client on the private network.  
Important to this whole scenario is the fact that neither the NAT firewall/router nor the 
company client machines are aware that Sentry is located between them, passing 
information back and forth. 
 
In reality, the Sentry must have a private IP address on the company network to enable 
the administrator to access its web administration interface.  So even though it behaves 
like a bridge, transparently passing data from one Ethernet port to the other, Sentry 
does have an IP address that allows it to communicate directly with client computers on 
the private network and with other computers out on the Internet. 
 
To work as a bridge, Wiresoft recommends that Sentry be configured by an 
administrator who has a comfortable understanding of bridging, routing, and other 
relevant network concepts.  As a bridge, Sentry requires the following network 
information: 
 

1. One private IP address  
2. Network mask of the private network 
3. Gateway IP address (to communicate with other machines on the Internet) 
4. IP address of at least one DNS server (optional, but recommended) 

 
Some of the Sentry’s features do not apply when it is operating in bridge mode.  
Specifically, the following features do not apply and are therefore not available in bridge 
mode: 
 

1. PPTP and IPSEC virtual private network services 
2. Advanced self-configuring firewall protection 

 
In bridging mode, Sentry can still perform transparent anti-virus scanning for common 
Internet infection vectors by acting as a transparent proxy for the WEB, FTP, POP3 and 
SMTP traffic that passes through it. 
 
 
Sentry: Bridge Mode: anti-virus monitoring 
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Sentry continues to function as a normal bridge when the various anti-virus monitoring 
services are enabled –with one important exception.  Sentry looks at the TCP/IP layer 
packet headers to see if the packet matches one of the data-stream-types that it should 
monitor for viruses.  If it matches, Sentry intercepts that packet and forwards it to the 
corresponding transparent proxy.  If it does not match, the packet is forwarded 
according to its MAC address destination (standard bridge behavior). 
 
The transparent proxy receives the redirected client request and in turn contacts the 
appropriate Internet server where it places the same request.  Upon receiving the 
response from the Internet server, the transparent proxy checks the incoming file for 
viruses and, if clean, forwards it to the client machine on the private network.   
 
Transparent proxy services maintain full functionality while in bridging mode.  As 
discussed in the Router Mode section above, anti-virus monitoring can be selectively 
enabled or disable for each data stream: WEB, FTP, POP3 and SMTP. 
 
WEB, FTP and POP3 transparent proxy services function in the same fashion described 
in the Router Mode section above.  The transparent SMTP anti-virus monitoring proxy, 
however, requires additional attention for seamless operation within the existing network 
infrastructure. 
 
 
Sentry: Bridge Mode: Anti-Virus Monitoring: SMTP anti-virus 

If the company does not host its own mail server on the private Local Area Network, 
then one of the following two transparent SMTP proxy configurations can be used to 
check outbound mail for viruses: 
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However, if the company hosts its mail server on the private network, behind the NAT 
firewall/router, then the NAT firewall/router should be reconfigured to forward port 25 to 
the Sentry bridge private IP address. 

Now, instead of forwarding port 25 directly to the company’s mail server, the NAT 
firewall/router forwards port 25 to the Sentry.  If the mail is legitimate, Sentry accepts 
the message, scans it for viruses, and then forwards it directly to the mail server on the 
private network. 
 
As when in Router Mode, Sentry’s SMTP proxy feature provides the same services, 
protecting the company’s mail server against direct attack while decreasing the amount 
of unsolicited commercial email messages (spam) that reach the mail server from the 
Internet.  
 
In this configuration, Sentry’s SMTP proxy relays messages for servers on the Internet 
that wish to deliver email to the company.  Sentry continues to operate transparently for 
all other connections between the office workstations and the Internet. 
 
 
Sentry: anti-spam filters 
 
Sentry offers protection against unsolicited commercial emails (UCE) by stopping 
messages that arrive via POP3 and/or SMTP data streams.  Spamwall, Wiresoft’s novel 
spam-blocking feature, is available in all Sentry models except for the Sentry Standard 

 

 



 

 15

Platform, which does not offer a hard disk drive on which to store the spam message 
queue. 
 
Spamwall uses a mixture of various uniquely integrated mechanisms to filter out spam 
from the mail stream.  The primary filter is a challenge/response mechanism that can 
alter its behavior depending on the results of other content analysis filters.   An example 
process follows: 
 

1. Message arrives at the Sentry 
2. Spamwall determines if sender is on recipient’s white list, if so, message is 

delivered. 
3. If sender address is unknown (not on white list), analyzes other message 

properties, such as: 
a. Message size. 
b. Message tag line 
c. Automated origin?  (i.e. list server) 
d. Language/character set 
e. Vocabulary (Bayesian/Heuristic analysis) 
f. Formatting (i.e. HTML/plain text) 
g. URL reference content (embedded web links) 

4. If message looks valid, message is delivered. 
5. If message looks like spam, it is placed into the spam queue.  Original sender is 

notified and given option to verify message validity. 
 
Sentry’s Spamwall filter permits spam protection to be individually enabled or disabled 
for individual email addresses and POP3 accounts.  Individual configuration settings, 
notification messages, and filter preferences can be managed for each protected 
account via the primary web administration interface or via each user’s Spamwall 
account interface. 
 
Messages identified as spam are placed into the spam queue, where they sit for up to 7 
days before being silently erased.  When a message is placed into the spam queue, the 
respective sender is always notified and given a chance to respond in order to ensure 
that no false positives occur.  When messages expire from the spam queue, they are 
assumed to be unwanted junk and are passed through the Bayesian learning engine as 
examples of spam. 
 
Likewise, messages from senders who are found on the protected recipient’s white list 
are automatically passed through the Bayesian learning engine as examples of non-
spam (ham). 
 
Spamwall provides a global white list and blacklist as well as a white list and black list 
for each user account.  Email addresses as well as domain names may be manually 
entered into the white/black lists in order to pre-populate them with known bad and good 
addresses.  For example, each user’s address book may be exported to a text comma 
separated value (CSV) file, copied to the clipboard, and pasted into the user’s white list 
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input field.  Spamwall intelligently extracts the email addresses from all of the given text, 
and adds new addresses to the white list.  Duplicate addresses are ignored. 
 
 
Sentry: anti-virus engine 
 
Sentry utilizes the Clam AntiVirus scanning engine to ensure that the WEB, FTP, POP3 
and SMTP data streams are free of viruses.  Sentry updates its virus-signature 
databases every two (2) hours to ensure that even the most recent viruses do not 
penetrate the private network.  As well, administrators can initiate immediate virus-
signature database updates via Sentry’s web interface. 
 
Whenever Clam AntiVirus detects a virus in one of the monitored data streams, it 
notifies the corresponding proxy mechanism, which then takes measures to terminate 
the offending connection and discard the virus-infected content.  In most cases, this 
behavior is sufficient since it ensures that viruses, trojans and worms do not enter the 
private network.  Certain environments, however, may require that Sentry attempt to 
disinfect inbound documents such as email attachments in order to complete the 
delivery. 
 
For example, in a busy legal office that may host several dozen attorneys, simply 
receiving an email notification that replaced a virus-infected message may prove 
inadequate.  In such environments, it is more likely that an outside attorney might send 
an email to someone in the protected office containing a word-processing or 
spreadsheet document that happens to be infected.  The standard Sentry behavior 
completely blocks the infected email message by deleting it and replacing it with the 
infection notice.   
 
Sentry supports specialized add-on feature modules that provide additional capabilities, 
for a premium.  Among such modules are the Kaspersky anti-virus disinfection engine 
and the Reverse Web-Proxy (back-end secure web server load balancer and request 
sanitizer).  These and other add-on modules are made available through Wiresoft’s 
Automated Network Administrator (ANA) service. 
 
 
Sentry: ANA services 
 
At the Wiresoft Corporate network operations center, a special cluster of servers 
comprises the Automated Network Administrator (ANA) system.  ANA represents a 
revolutionary foundation in Artificial Intelligence (AI) that is able to take lessons learned 
from one Sentry and perform preventive maintenance on other Sentry systems on the 
Internet.  ANA is proactive. 
 
Multiple firewalls layers protect ANA servers against Internet attacks.  The final layer is 
a one-way firewall that protects the actual ANA AI core.  AI core machines behind this 
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firewall can initiate connections to other machines on the Internet, but no other 
machines outside of the AI core network can initiate connections to the AI core.   
 
ANA is what sets Sentry apart from all other unified threat management (UTM) 
solutions.  Sentry communicates regularly with ANA servers to provide critical status 
information every time it updates its virus-signature databases.   
 
ANA monitors the virus-signature archives on the Wiresoft servers and knows when 
new virus-signatures become available. It also tracks which Sentry systems have 
updated their anti-virus databases to the latest virus-signatures.  ANA knows that each 
Sentry is programmed to check for new virus-signatures every 2 hours.  ANA also 
knows that if a Sentry does not report a successful virus-signature update within 24 
hours of a new signature archive release, that the Sentry may have a problem.  When it 
detects such a condition, ANA can take immediate actions that range from notifying the 
responsible parties to directly accessing the Sentry via SSH and attempt to correct the 
problem. 
 
Through ANA, Sentry is a self-evolving product.  ANA automatically delivers, installs, 
and verifies new features on existing Sentry systems to bring them up to the most 
current Sentry version available. 
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